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Overview
Authentication, authorization and identity driven customization are all essential aspects of application development, however mastering secure development techniques is not straightforward and a skill that not every developer will want to invest in. The solution to this problem is simple: we remove from the application code most or all of the identity management logic, leaving the application developer free to focus on the business logic and removing the need to impose everybody to become a security expert.
The externalization of the identity management logic is made possible by the use of standard protocols, which can describe the details of the identity transactions we need regardless of the platforms or technologies involved; and by providing for every platform infrastructure components and developer tools, which decouple applications and developers from the low level details of message formats, cryptography and all the other things which are necessary for guaranteeing secure communications.
Windows Identity Foundation is one of such tools. Windows Identity Foundation extends Visual Studio and the .NET Framework with advanced identity capabilities, which can be leveraged by any application regardless of the hosting model (ASP.NET pages and WCF services). With Windows Identity Foundation you can:
Outsource application authentication to external services (“security token services”, or STS) without writing a line of code
Offload credentials management: no more need for managing account and passwords, or to write complicated code for multifactor or high assurance authentication methods
Easily federate with the identity systems of customers, partners or even across internal boundaries
Drive authorization and application behavior according to user attributes, without the need of looking up directories or other attributes stores
Handle identity delegation without exposing your systems to excessive risks
and much more.
This hands-on lab will explore how to take advantage of Windows Identity Foundation for enhancing a classic ASP.NET Web application with advanced identity capabilities. We will see how to accept identities from a number of different sources, and how to use the identity information we will receive for driving the application’s behavior. At the end of the lab you will be able to take your own ASP.NET applications and externalize authentication and authorization code. Identity has never been so easy!
Objectives
In this Hands-On Lab, you will learn how to:
Modify an ASP.NET Web application to factor out authentication code in a local Security Token Service (STS)
Explore the structure of a local STS by modifying the credentials it accepts
Modify the ASP.NET Web application to accept identities from an external STS (implemented with Active Directory Federation Services (ADFS) )
Enable the ASP.NET Web application to invoke a WCF service on the backend by delegated access
[bookmark: _Toc168302999][bookmark: _Toc157870738]System Requirements
You must have the following items to complete this lab:
Microsoft® Windows® Vista SP2 (32-bits or 64-bits) , Microsoft® Windows Server 2008 SP2 (32-bit or 64-bit), Microsoft® Windows Server 2008 R2,  Microsoft® Windows® 7 RTM (32-bits or 64-bits)
Microsoft® Internet Information Services (IIS) 7.0
Microsoft® .NET Framework 4
Microsoft® Visual Studio 2010
Microsoft® SQL Express 2005 (or later)
Microsoft® Windows Identity Foundation Runtime
Microsoft® Windows Identity Foundation SDK 4.0

Setup
You must perform the following steps to prepare your computer for this lab. 
You must perform the following steps to prepare your computer for this lab. 
Open a Windows Explorer window and browse to the lab’s Source\Setup folder.
Double-click the Dependencies.dep file in this folder to launch the Dependency Checker tool and install any missing prerequisites. This will also install some code snippets that will be used across the lab and the localhost certificate used in the second exercise by the local STS.

Note: This process may require elevation. The .dep extension is associated with the Dependency Checker tool during its installation. For additional information about the setup procedure and how to install the Dependency Checker tool, refer to the Setup.docx document in the Assets folder of the training kit.



Once closed the code snippets installer, the setup script will proceed with the certificates installation. Press Y if you want to continue with the required certificates installation.

Note: Next, the setup script will proceed by replacing any existing localhost certificate with a new one. If you already have a "localhost" certificate needed by another application, ensure to make a backup copy of it before continue with the lab's certificates installation.

[image: ]
Figure 7
Certificates installation finished
Note: If you are running Windows 7 or Windows 2008 R2 you might not see this window.

When finished press any key to close the setup console.

Note: In addition to the setup script inside the %YourInstallationFolder%\Labs\WebSitesAndIdentity\Source\Setup folder, there is a Cleanup.cmd file you can use to uninstall all the code snippets installed by the SetupLab.cmd script.

Exercises
The following exercises make up this Hands-On Lab:
Enabling claims based access for an ASP.NET Web Application by generating a local STS
[optional] Customizing the credentials accepted by a local STS
Accepting Tokens from an Active Directory Federation Service (ADFS) STS
Invoking a WCF service on the backend via delegated access

Note: Each exercise is accompanied by a starting solution. These solutions are missing some code sections that are completed through each exercise and therefore will not work if running them directly.
Inside each exercise you will also find an end folder where you find the resulting solution you should obtain after completing the exercises. You can use this solution as a guide if you need additional help working through the exercises.

Using the Code Snippets
With code snippets you have all the code you need at your fingertips. The lab document will tell you exactly when you can use them. For example,
Add the following using statements.
(Code Snippet – Web Sites And Identity Lab - Ex01 Default Page Usings)
C#
using System.Linq;
using System.Threading;
using Microsoft.IdentityModel.Claims;
To add this code snippet in Visual Studio you simply place the cursor where you'd like the code to be inserted, start typing the snippet name, in this case WebSitesAndIdentityLabEx01DefaultPageUsings, watch as Intellisense picks up the snippet name, and hit the TAB key twice once the snippet you want is selected. The code will be inserted at the cursor location. 

To insert a code snippet using the mouse rather than the keyboard (i.e. for web.config file and any other XML document), right-click where you want the code snippet to be inserted, select Insert Snippet... then My Code Snippets and then select the relevant snippet.
To learn more about Visual Studio IntelliSense Code Snippets, including how to create your own, please see http://msdn.microsoft.com/en-us/library/ms165392.aspx. 

Estimated time to complete this lab: 50 minutes (90 minutes with the optional exercises) 


Exercise 1: Enabling claims based access for an ASP.NET Web Application by generating a local STS
Handling access control for a Web application is mainly a matter of handling three tasks:
Authenticate the incoming user’s credentials
Retrieve the attributes of the authenticated user and use them for granting or deny access
Use the same attributes for customizing the user experience
In traditional development practice, you would implement those tasks by coding directly against the credentials that your application uses: that would require you to be skilled in security matters and would generate code that is difficult to maintain or re-host.
Windows Identity Foundation changes the game. As a first step, we externalize authentication. Instead of authenticating the users from our application, we trust an external authority to do so: we call such an authority Security Token Service, or STS. We configure our application to accept security tokens from the STS, transmitted using standard protocols. Those tokens are the proof that the user successfully authenticated with the STS, which is all we need for considering the user authenticated with our application: hence we don’t need to worry about managing credentials anymore. For this reason, it is common in the security jargon to call an application that accepts tokens from an STS relying party (or RP).
The security tokens can also contain information about users: we call those information claims. A claim can literally be anything: groups or roles the user belongs to, attributes like name or email, or permissions such as CanRead. The STS embeds in the token claims about the user at issuance time: the tokens are digitally signed, hence after issuance their values cannot be tampered with. If our application trusts the STS, it consider the claims in the tokens it produce as actually describing the user; as a result, our application no longer needs to look up user attributes for authorization or customization purposes. 
If this all sounds a bit confusing, don’t worry: it will all become clear as we walk through the lab.
In this first exercise we will start from an existing ASP.NET application, which contains only some UI elements which need to be initialized with identity information about the current user. We will show how to secure the application and obtaining the identity info we need by taking advantage of a local STS. Since we don’t have a local STS available, we will create one: you’ll see how easy it is.
[image: ]
Figure 8
The redirects sequence and claims flow in the basic federation scenario implemented in exercise 1

[bookmark: _Toc225228298][bookmark: _Toc226527271][bookmark: _Toc292200044]Task 1 - Exploring the Initial Solution
Open Microsoft Visual Studio 2010 with administrator privileges. From Start | All Programs | Microsoft Visual Studio 2010, right-click on Microsoft Visual Studio 2010 and select Run as administrator.
Open the ClaimsEnableWebSite.sln solution file located in the %YourInstallationFolder%\Labs\WebSitesAndIdentity\Source\Ex1-ClaimEnableASPNET\Begin folder.
Press Ctrl+F5 to run the Web site.
[image: ]
Figure 9
Default page

Note: The begin solution consist of a simple Default page with two labels; one for the user name and another to display the remaining days for the user birthday. A "Go to secret page" hyperlink navigates to a second page which is supposed to be shown only if the user is in Manager role. There is no authentication code or configuration in place. 
This is as simple as it gets: the purpose here is showing you how to use the object model of Windows Identity Foundation. You easily transport what you will learn in this lab to your own realistic scenarios.

Click on Go to secret page link.
[image: ]
Figure 10
Secret page

Note: In the following tasks you will modify the Web site to federate authentication and implement the remaining functionality to show the user name and days to birthday and authorizing the access to the secret page.

Close the browser.


[bookmark: _Toc225228299][bookmark: _Toc226527272][bookmark: _Toc292200045]Task 2 - Adding a Local STS to the Solution
Our website has no authentication code at all. As mentioned in the overview, we will outsource authentication to an STS we trust. In production we will have such an STS: but for now, there are none available. Fortunately, Windows Identity Foundation allows us to easily create local STSes that can be used for development purposes.
On the Solution Explorer, right-click the https://localhost/ClaimsEnableWebSiteEx01 project and select Add STS reference.
[image: ] 
Figure 11
Add STS reference menu option

When the Federation Utility window shows up perform the following task for each step in the wizard.
Note: This wizard helps to establish a trust relationship between a relying party application (https://localhost/ClaimsEnableWebSiteEx01, in this case) and an STS. In this exercise you will use the wizard to generate a local STS that we will use for development purposes.

On the Welcome page click Next to continue using the pre-populated fields.
 [image: ]
Figure 12
Welcome page

On the STS options page select the second radio button "Create a new STS project in the current solution" option and click Next.
[image: ]
Figure 13
Selecting a STS option

On the summary page review the changes that will be made and click Finish.
[image: ]
Figure 14
Summary

Note: Once you will click Finish, a new project will be added to the solution. The name of this project is the same as the application name, with a trailing suffix "_STS" (example: https://localhost/ClaimsEnableWebSiteEx01_STS). This project is the local STS that Windows Identity Foundation generated for us, and that our application is now configured to use. By default the local STS uses Forms Authentication, and will issue two test claims with hard coded values. ATTENTION! The local STS comes with a username/password gathering page, but in fact it does not perform any credential check. Do not use it as is under any circumstances other than developing a relying party application. In the optional exercise 2, you will see how you can modify the local STS for actually checking credentials against a sample ASP.NET membership store.

[image: ]

You will modify the certificate used by the STS and the Relying Party application to encrypt/decrypt the tokens. To do this, double-click the Web.config file inside the https://localhost/ClaimsEnableWebSiteEx01_STS project.
Modify the value of the SigningCertificateName application setting to IdentityTKStsCert.
XML
<configuration>
    ...
    <appSettings>
        <add key="IssuerName" value="PassiveSigninSTS"/>
        <add key="SigningCertificateName" value="CN=IdentityTKStsCert"/>
        <add key="EncryptingCertificateName" value=""/>
    </appSettings>
    ...
<configuration>

Now open the web.config file inside the https://localhost/ClaimsEnableWebSiteEx01 project by double-clicking it in the Solution Explorer.
Remove the current entry inside the microsoft.identityModel/service/issuerNameRegistry/trustedIssuers section and add the following one.
(Code Snippet – Web Sites And Identity Lab - Ex01 New TrustedIssuer)
XML
<configuration>
    ...
    <microsoft.identityModel>
        <service>
            ...
            <issuerNameRegistry ...>
                <trustedIssuers>
                    <add thumbprint="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" name="https://localhost/ClaimsEnableWebSiteEx01_STS/" />
                    <add thumbprint="40A1D2622BFBDAC80A38858AD8001E094547369B" name="CN=IdentityTKStsCert" />
        </trustedIssuers>
      </issuerNameRegistry>
    </service>
  </microsoft.identityModel>   
  ...
<configuration>

On the Solution Explorer right-click on the original project (https://localhost/ClaimsEnableWebSiteEx01) and select Set as StartUp project.
Run the Web site (Ctrl+F5). Notice you are redirected to the STS Web site and a login page comes up with a pre-populated user name “Adam Carter”.
 
Figure 15
STS Login page

Note: this redirect happened because the Add STS Reference… wizard configured our application to expect tokens from our local STS. Hence from now on every unauthenticated user will be redirected to the STS pages, and only the ones that will successfully authenticate here will be able to access the application pages. Everything according to the plan.

Click Submit in the login page.
[image: ]
Figure 16
Default page

Note: We took care of the authentication part, but now we have to think about how to acquire the claims we need for our application: Name, Birthdate and Role. Since we are using a local STS, we will have to modify the STS project in order to generate the appropriate claims.

Close the browser.


[bookmark: _Toc225228300][bookmark: _Toc226527273][bookmark: _Toc292200046]Task 3 - Adding Custom Claims
Open the web.config from the relying party (https://localhost/ClaimsEnableWebSiteEx01).
Add a new claim required by the application. To do this, insert the following element (shown in bold) under microsoft.identityModel/service/applicationService/claimTypeRequired.
(Code Snippet – Web Sites And Identity Lab - Ex01 Custom Required Claim)
XML
<microsoft.identityModel>
  <service>
    ...
    <applicationService>
      <claimTypeRequired>
        <claimType type="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name" optional="true" />
        <claimType type="http://schemas.microsoft.com/ws/2008/06/identity/claims/role" optional="true" />
        <claimType type="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth" optional="true" />
      </claimTypeRequired>
    </applicationService>
    ...
  </service>
</microsoft.identityModel>

Note: You won’t modify FederationMetadata.xml for this lab; however, this is important for “advertising” the claims that your application needs. This would be useful if you would allow an external STS, such as an Active Directory Federation Services (ADFS) instance, to automatically configure itself for providing claims to your application.

Open the CustomSecurityTokenService.cs file located on the STS project (https://localhost/ClaimsEnableWebSiteEx01_STS) under the App_Code folder.
Add the custom output claim to the STS. To do this, update the method GetOutputClaimsIdentity with the following code shown in bold.
(Code Snippet – Web Sites And Identity Lab - Ex01 Custom Output Claim)
C#
 protected override IClaimsIdentity GetOutputClaimsIdentity( IClaimsPrincipal principal, RequestSecurityToken request, Scope scope )
    {
        if ( null == principal )
        {
            throw new ArgumentNullException( "principal" );
        }

        ClaimsIdentity outputIdentity = new ClaimsIdentity();

        // Issue custom claims.
        // TODO: Change the claims below to issue custom claims required by your application.
        // Update the application's configuration file too to reflect new claims requirement.

        outputIdentity.Claims.Add( new Claim( System.IdentityModel.Claims.ClaimTypes.Name, principal.Identity.Name ) );
        outputIdentity.Claims.Add( new Claim( ClaimTypes.Role, "Manager" ) );

        outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/1955"));
        
        return outputIdentity;
    }
}

Note: GetOutputClaimsIdentity is the place in which a custom STS runs the logic that retrieves claims values and embeds them in the token that will be issued. By default, the STS template maps the user Name from the principal to a Name claim and, in addition, it adds a Role claim with the hardcoded Manager value. We need the birthdate claim as well, hence we add it following the commented sample lines provided by the template.


[bookmark: _Toc225228301][bookmark: _Toc226527274][bookmark: _Toc292200047]Task 4 - Using the Issued Claims
Open the code behind of the Default page from the relying party (https://localhost/ClaimsEnableWebSiteEx01).
Add the following using statements.
(Code Snippet – Web Sites And Identity Lab - Ex01 Default Page Usings)
C#
using System.Linq;
using System.Threading;
using Microsoft.IdentityModel.Claims;

Note: Here we will use the Windows Identity Foundation object model for retrieving claims values and driving the applications’ behavior. Some time we will not even notice we are using Windows Identity Foundation, since its object model is seamlessly integrated in the existing ASP.NET model.

Find the Page_Load event handler and type the following line of code to show the user name.
C#
protected void Page_Load(object sender, EventArgs e)
{
    this.txtName.Text = User.Identity.Name;
}

Note: This is exactly the code you write for accessing the user’s name in an ASP.NET application, regardless of the authentication type: Windows Identity Foundation is no exception.

Add the following code to the Page_Load event handler to get the birthday claim value and show the days to user's birthday.
 (Code Snippet – Web Sites And Identity Lab - Ex01 Days To Birthday)
C#
protected void Page_Load(object sender, EventArgs e)
{
    this.txtName.Text = User.Identity.Name;

    IClaimsIdentity claimsIdentity = ((IClaimsPrincipal)(Thread.CurrentPrincipal)).Identities[0];
    
    DateTime birthDay = DateTime.Parse(
        (from c in claimsIdentity.Claims
         where c.ClaimType == System.IdentityModel.Claims.ClaimTypes.DateOfBirth
         select c.Value).FirstOrDefault());

    int days = (birthDay.DayOfYear - DateTime.Today.DayOfYear);
    this.txtDaysToBday.Text =
        ((days < 0) ? days + 365 + (DateTime.IsLeapYear(DateTime.Today.Year) ? 1 : 0) : days).ToString();
}

Note: What you see here is the claim identity model in action. First, we obtain an IClaimsIdentity from the current thread: this is equivalent to obtaining an IIdentity in classic ASP.NET. Once we have that, we have a mean of inspecting the claims we received from the STS: the next line queries (via Linq) the incoming claims collection, searching for the birth date of the user. The rest of the code just calculates how many days are left in the year before the user’s birthday.
Nothing of the code above gives away any detail about which authentication technology has been used: the Windows Identity Foundation took care of all the details for us, and we are free to concentrate on our application logic.

Open the web.config file of the relying party Web site (https://localhost/ClaimsEnableWebSiteEx01).
Insert the following configuration under the configuration element section to authorize access to SecretPage.aspx page for Manager role only.
(Code Snippet – Web Sites And Identity Lab - Ex01 SecretPage Authorization Settings)
XML
<configuration>
  ...
  </configSections>
  <location path="SecretPage.aspx">
    <system.web>
      <authorization>
        <allow roles="Manager"/>
        <deny users="*"/>
      </authorization>
    </system.web>
  </location>
  <location path="FederationMetadata">
    ...
</configuration>

Note: Again, this is exactly what you would do using ASP.NET roles. This means that if you already have code which uses those features you can move to a claims based model without having to rewrite anything.


[bookmark: _Toc292200048]Task 5 - Verifying the Role Based Access
In order to verify current solution, proceed as follows:
Start the application by pressing Ctrl+F5. The relying party application (https://localhost/ClaimsEnableWebSiteEx01) will redirect to the STS to authenticate.

Figure 17
STS log in page

Leave the default credentials and click on Submit.

Figure 18
Default page

Note: The STS sent to our application the claims it was expecting and the code we added takes advantage of them.

Click on Go to secret page link.

Figure 19
Secret page

Note: Since the STS includes a hardcoded claim for the Manager role you can navigate to the SecretPage.aspx page which is limited to Manager users only. Let’s put this to test and see what happens if we change Adam’s role from Manager to Sales: this should make Adam unable to reach SecretPage.aspx.

Close the browser.
Open the CustomSecurityTokenService.cs file located on the STS project (https://localhost/ClaimsEnableWebSiteEx01_STS) under the App_Code folder.
Comment the "Manager" role claim out and add a "Sales" role claim in the GetOutputClaimsIdentity method to match the following snippet.
C#
protected override IClaimsIdentity GetOutputClaimsIdentity( IClaimsPrincipal principal, RequestSecurityToken request, Scope scope )
    {
        if ( null == principal )
        {
            throw new ArgumentNullException( "principal" );
        }

        ClaimsIdentity outputIdentity = new ClaimsIdentity();

        // Issue custom claims.
        // TODO: Change the claims below to issue custom claims required by your application.
        // Update the application's configuration file too to reflect new claims requirement.

        outputIdentity.Claims.Add( new Claim( System.IdentityModel.Claims.ClaimTypes.Name, principal.Identity.Name ) );
        //outputIdentity.Claims.Add( new Claim( ClaimTypes.Role, "Manager" ) );
        outputIdentity.Claims.Add(new Claim(ClaimTypes.Role, "Sales"));

        outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/1955"));

        return outputIdentity;
    }

Start the application by pressing Ctrl+F5 and authenticate using the pre-populated credentials.
Click on Go to secret page link.

Figure 20
Access denied for SecretPage.aspx

Note: You get an unauthorized error message since the STS did not issue a role claim with the Manager role.


[bookmark: _Toc292200049]Task 6 - Granting or Denying Access to the Website According to the User’s Age
In this task we are going to delete the ASP.NET Role settings and add a claims authorization manager to change the permissions criteria.
Note: The fact that Windows Identity Foundation integrates well with existing authentication practices is a big advantage, since it allows you to protect existing skills and investments: however claims have much more expressive power than the classic roles and attributes, and can be used for achieving things that would have been impossible with traditional approaches. One simple example is using claims for expressing attributes that have non-string values, such as dates (date of birth, expiration date, etc), numbers (spending limit, weight, etc) or even structured data. Those data can be processed using criteria that are more sophisticated than the simple existence check (ie the user has claims A with value X, or he doesn’t): one example of such a criteria would be imposing that all the users of the website should be older than 21.
The Windows Identity Foundation object model offers an extensibility point in the claims processing pipeline, which is specifically designed to allow you to inject your own claims authorization code. In order to do that, you are required to derive from the ClaimsAuthorizationManager class and implement your claim authorization logic in the method CheckAccess. It is common practice to express the authorization conditions outside of the code, for example in configuration files, and implement in CheckAccess generic evaluation logic so that the values & conditions can be changed at deployment time. This ensures that a change in the authorization conditions can be applied without recompiling anything. The conditions can be associated to the resources they refer to using some notation convention directly in the configuration files: however it is also possible to use explicit invocations from code, or decorating the resources themselves with attributes which will tie to authorization conditions and will fire the associated logic.
In this task we are going to add a simple custom ClaimsAuthorizationManager whose only capability is making sure that only callers older than a certain threshold age are granted access to a given web resource.
[bookmark: _GoBack]Right-click on the App_Code folder from the https://localhost/ClaimsEnableWebSiteEx01 project and select Add New Item.
Create a new Class and name it AgeThresholdClaimsAuthorizationManager.cs
Replace the content of the new class with the following to check access based on the DateOfBirth claim from the issued token.
(Code Snippet – Web Sites And Identity Lab - Ex01 AgeThresholdClaimsAuthorizationManager)
C#
namespace ClaimsBasedAuthorization
{
    using System;
    using System.Collections.Generic;
    using System.IO;
    using System.Linq;
    using System.Web.Configuration;
    using System.Xml;
    using Microsoft.IdentityModel.Claims;
    using Microsoft.IdentityModel.Configuration;

    public class AgeThresholdClaimsAuthorizationManager : ClaimsAuthorizationManager
    {
        private static Dictionary<string, int> _policies = new Dictionary<string, int>();

        public AgeThresholdClaimsAuthorizationManager(object config)
        {
            XmlNodeList nodes = config as XmlNodeList;

            foreach (XmlNode node in nodes)
            {
                XmlTextReader rdr = new XmlTextReader(new StringReader(node.OuterXml));
                rdr.MoveToContent();

                string resource = rdr.GetAttribute("resource");

                rdr.Read();

                string claimType = rdr.GetAttribute("claimType");

                if (claimType.CompareTo(System.IdentityModel.Claims.ClaimTypes.DateOfBirth) != 0)
                    throw new NotSupportedException("Only birthdate claims are supported");

                string minAge = rdr.GetAttribute("minAge");

                _policies[resource] = int.Parse(minAge);
            }
        }

        public override bool CheckAccess(AuthorizationContext pec)
        {
            Uri webPage = new Uri(pec.Resource.First().Value);
            if (_policies.ContainsKey(webPage.PathAndQuery))
            {
                int minAge = _policies[webPage.PathAndQuery];
                string userBirthdate = pec.Principal.Identities[0].Claims
                    .Where(c => c.ClaimType == System.IdentityModel.Claims.ClaimTypes.DateOfBirth)
                    .First().Value;

                int userAge = DateTime.Now.Subtract(DateTime.Parse(userBirthdate)).Days / 365;

                if (userAge < minAge)
                {
                    return false;
                }
            }

            return true;
        }
    }
}

Note: The code above is very simple. The class constructor takes care of reading the authorization conditions from the web.config. The CheckAccess method retrieves the dateofbirth claim associated with the incoming user, and simply verifies that the corresponding age is above the threshold established by minAge.

Open the web.config file of the relying party Web site (https://localhost/ClaimsEnableWebSiteEx01).
Delete the SecretPage authorization settings.
XML
<configuration>
  ...
  </configSections>
  <location path="SecretPage.aspx">
    <system.web>
      <authorization>
        <allow roles="Manager"/>
        <deny users="*"/>
      </authorization>
    </system.web>
  </location>
  <location path="FederationMetadata">
    ...
</configuration>

Add the ClaimsAuthorizationModule in the httpModules configuration.
(Code Snippet – Web Sites And Identity Lab - Ex01 ClaimsAuthorizationModule httpModule)
XML
<system.web>
  ...
  <httpModules>
    ...
    <add name="ClaimsAuthorizationModule" type="Microsoft.IdentityModel.Web.ClaimsAuthorizationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" />
  </httpModules>
  ...
</system.web>

Add the ClaimsAuthorizationModule in the system.webServer modules configuration.
(Code Snippet – Web Sites And Identity Lab - Ex01 ClaimsAuthorizationModule module)
XML
<system.webServer>
  ...
  <modules>
    ...
    <add name="ClaimsAuthorizationModule" type="Microsoft.IdentityModel.Web.ClaimsAuthorizationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" preCondition="managedHandler" />
  </modules>
  ...
</system.webServer>

Insert the ClaimsAuthorizationManager configuration to set the access policy for the SecretPage.
(Code Snippet – Web Sites And Identity Lab - Ex01 ClaimsAuthorizationManager configuration)
XML
<microsoft.identityModel>
  <service>
      ...
      <claimsAuthorizationManager type="ClaimsBasedAuthorization.AgeThresholdClaimsAuthorizationManager">
          <policy resource="/ClaimsEnableWebSiteEx01/SecretPage.aspx" action="GET">
              <claim claimType="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth" minAge="21" />
          </policy>
      </claimsAuthorizationManager>
  </service>
</microsoft.identityModel>

Change the Secret Page message. To do this open the SecretPage page from the relying party (https://localhost/ClaimsEnableWebSiteEx01) and delete the sentence “This is a secret page; you can get here only if you are a manager”.
ASPX
…
<form id="form1" runat="server">
    <div>
        <p>
            This is a secret page; you can get here only if you are a manager.
        </p>
    </div>
</form>
…

In the same page, add the following sentence shown in bold:
ASPX
…
<form id="form1" runat="server">
    <div>
        <p>
            This is a secret page; you can get here only if you are a 21 years old or older.
        </p>
    </div>
</form>
…


[bookmark: _Toc292200050]Exercise 1: Verification
In order to verify that you have correctly performed all steps in exercise one, proceed as follows:
Start the application by pressing Ctrl+F5. The relying party application (https://localhost/ClaimsEnableWebSiteEx01) will redirect to the STS to authenticate.

Figure 21
STS log in page

Leave the default credentials and click on Submit.
[image: ]
Figure 22
Default page

Note: The STS sent to our application the claims it was expecting and the code we added takes advantage of them.

Click on Go to secret page link.
[image: ]
Figure 23
Secret page

Note: Since the STS includes a hardcoded claim for the Birthdate you can navigate to the SecretPage.aspx page which is limited to users with age greater or equal than 21 only. Let’s put this to test and see what happens if we change Adam’s Birthdate to 5/5/2009: this should make Adam unable to reach SecretPage.aspx.

Close the browser.
Open the CustomSecurityTokenService.cs file located on the STS project (https://localhost/ClaimsEnableWebSiteEx01_STS) under the App_Code folder.
Change the Birthdate claim to 5/5/2009 in the GetOutputClaimsIdentity method to match the following snippet.
C#
protected override IClaimsIdentity GetOutputClaimsIdentity( IClaimsPrincipal principal, RequestSecurityToken request, Scope scope )
    {
        if ( null == principal )
        {
            throw new ArgumentNullException( "principal" );
        }

        ClaimsIdentity outputIdentity = new ClaimsIdentity();

        // Issue custom claims.
        // TODO: Change the claims below to issue custom claims required by your application.
        // Update the application's configuration file too to reflect new claims requirement.

        outputIdentity.Claims.Add( new Claim( System.IdentityModel.Claims.ClaimTypes.Name, principal.Identity.Name ) );
        //outputIdentity.Claims.Add( new Claim( ClaimTypes.Role, "Manager" ) );
        outputIdentity.Claims.Add(new Claim(ClaimTypes.Role, "Sales"));

        outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/2009"));

        return outputIdentity;
    }

Start the application by pressing Ctrl+F5 and authenticate using the pre-populated credentials.
Click on Go to secret page link.
[image: ]
Figure 24
Access denied for SecretPage.aspx

Note: You get an unauthorized error message since the STS issued a claim with your Birthdate that the ClaimsAuthorizationManager rejected.


Exercise 1: Summary
In this exercise you modified a classic ASP.NET website by using the Windows Identity Foundation for adding user authentication.  To be more precise, you used a wizard for generating a development STS and for configuring the ASP.NET website to rely on it for authenticating incoming users.
Once you achieved the above, you modified the development STS in order to have it issue the claims your application needed; then you added code and configuration to your application for taking advantage of those claims for authorization and customization purposes. The process required very little code, and that code was largely compatible with the classic ASP.NET object model (IIdentity, IPrinciple, role management); at the same time, all the authentication logic has been externalized and the application is now free from concerns about credential types, location, protocols and all the nitty gritty details of authentication mechanics.

Exercise 2: Customizing the Credentials Accepted by a Local STS
This is an optional exercise. Its purpose is to understand a bit more the structure of an STS project: however it is very probable that most of the times you will rely on existing STSes rather than having to write one, hence feel free to skip to exercise three if you are in a hurry.
In Exercise 1 we have shown how to generate a development STS in order to keep our application free from authentication-specific code and for feeding it with the claims we needed. The default structure of the auto generated STS does not really perform any authentication step, and just takes care of feeding the application with claims by following the proper protocols: the credential gathering page does not really validate the credentials you enter, and just goes ahead with the issuing process. For the purpose of developing our RP application this is enough, however if you’d want to use that STS as a starting point for writing your own there are a number of aspects that require to be expanded. 
In this exercise we will modify an automatically generated development STS so that it will actually authenticate incoming users against an ASP.NET membership provider store, and it will source claim values from an ASP.NET profile and a Role manager store. 
Note: You should always take into account that the exercises in this lab are didactic tools meant to demonstrate how to use the technology, and the code you see here is not ready for production use.

[image: ]
Figure 25
The redirects & claims flow, showing credential check and claims sourcing in the STS

[bookmark: _Toc225224945][bookmark: _Toc226527277][bookmark: _Toc292200053]Task 1 - Configuring the STS
In this task you will configure the STS to use ASP.NET authentication mechanisms.
Open Microsoft Visual Studio 2010 with administrator privileges. From Start | All Programs | Microsoft Visual Studio 2010, right-click Microsoft Visual Studio 2010 and select Run as administrator.
Open the ClaimsEnableWebSite.sln solution file located in the %YourInstallationFolder%\Labs\WebSitesAndIdentity\Source\Ex2-ClaimsEnabledDifferentCredentials\Begin folder.
Note: While it is not mandatory for the successful execution of this exercise, it can be interesting to gain some understanding of the structure of one development STS automatically generated by the Windows Identity Foundation. If you are a “pure” ASP.NET application developer, with no interest in security topics, you can safely skip this note and go on with the exercise steps.
Expand the ClaimsEnableWebSiteEx02_STS project in the Solution Explorer and observe its structure:
[image: ]
This is a very typical Forms authentication based website structure.
The Login.aspx page is where the credential gathering happens.
The Default.aspx page represents the entry point for applications to invoke the STS: there are protocols (in this case WS-Federation) that will redirect the user to this page whenever one application requires a token from our STS. This is how Default.aspx looks like in the designer:
[image: ] 

From this brief explanation of the structure of the STS project you can already guess which steps will be necessary for transforming  the default development STS into one STS which leverages an ASP.NET membership store:
- Modify the ASP.NET structure of the project: add the membership store and modify the login.aspx page so that it will use the appropriate credential gathering and session management methods
- Modify CustomSecurityTokenService.cs, namely the GetOutputClaimsIdentity method, so that it will retrieve the claim values from the profile and roles stores.

Open a Windows Explorer instance and browse to the folder %YourInstalletionFolder%\Labs\WebSitesAndIdentity\Source\Assets.
Copy the membership database to the STS Web site. To do this, copy the App_Data folder from the Assets folder to % YourInstalletionFolder %\Labs\WebSitesAndIdentity\ Source\Ex2-ClaimsEnabledDifferentCredentials\Begin\ClaimsEnableWebSite_STS (if you continue working from previous exercise copy the App_Data folder to the correct STS Web site folder)
Assign Write permission to NETWORK SERVICE (or IIS_IUSRS for Windows 7 and Windows Server 2008 R2) user for the % YourInstalletionFolder %\Labs\WebSitesAndIdentity\ Source\Ex2-ClaimsEnabledDifferentCredentials\Begin\ClaimsEnableWebSite_STS \App_Data folder. To do this, right-click the App_Data folder, select Properties, go to the Security tab and click Edit. On the Permissions for App_Data select the "NETWORK SERVICE" user and check the Write permission. Click OK on each dialog.
[image: ]
Figure 26
Assigning NETWORK SERVICE write permissions for App_Data

Open the Web.Config file from the STS project (https://localhost/ClaimsEnableWebSiteEx02_STS)
Add the following configuration under <system.web> to enable role and profile management with the BirthDate custom property.
(Code Snippet – Web Sites And Identity Lab - Ex02 Membership Configurations)
XML
<system.web>
  <roleManager enabled="true" />
  <profile enabled="true" >
      <providers />
      <properties>
         <add name="BirthDate" type="System.DateTime"/>
      </properties>
  </profile>
  ...
</system.web>

Note: The STS project is already configured to use Forms authentication. In the following steps you will modify the login.aspx page so that it will leverage the standard ASP.NET Login control, which in turn will authenticate users against the membership provider store we added to the project.

Open the Login.aspx file from the https://localhost/ClaimsEnableWebSiteEx02_STS project.
Replace the HTML controls (table and p elements) with an ASP.NET Login control.
ASPX
    ...
</head>
<body>
    <form id="form1" runat="server">
    <div class="style3">
    
        Windows Identity Foundation - Security token service (STS) ASP.NET Site</div>
    <p class="style3">
        &nbsp;</p>
    <asp:Label ID="Label3" runat="server" style="font-weight: 700" 
        Text="Login to the STS"></asp:Label>
&nbsp;<br />    
    
    <table class="style1">
        <tr>
            <td class="style2">
                <asp:Label ID="Label1" runat="server" Text="User name"></asp:Label>
            </td>
            <td>
                <asp:TextBox ID="txtUserName" runat="server"></asp:TextBox>
            </td>
        </tr>
        <tr>
            <td class="style2">
                <asp:Label ID="Label2" runat="server" Text="Password"></asp:Label>
            </td>
            <td>
                <asp:TextBox ID="txtPassword" runat="server" TextMode="Password" Width="149px">password</asp:TextBox>
            </td>
        </tr>
    </table>
    <p>
        <asp:Button ID="btnSubmit" runat="server" Text="Submit" />
    </p>

      <asp:Login ID="loginPanel" runat="server"></asp:Login>

    </form>
<p>
    Note: You can enter any non-empty user name. The password field 
    is optional. To modify claims issued by this STS, make changes to 
    CustomSecurityTokenService.GetOutputClaimsIdentity.</p>

</body>
</html>

Open Login.aspx.cs.
Comment the Page_Load method.
Note: Up to this point you have configured nothing related to Windows Identity Foundation. These are the usual changes done to use Membership provider in any website. In the following task you will take advantage of using SQL as the backing store and the Membership, Role and Profile providers to issue claims about the user as opposed to the hardcoded values we used in Exercise 1.

[bookmark: _Toc225224946]
[bookmark: _Toc226527278][bookmark: _Toc292200054]Task 2 - Using the Roles Principal
In this task you will change the STS to issue claims about the user coming from the principal and the Profile.
Open CustomSecurityTokenService.cs on the STS project (https://localhost/ClaimsEnableWebSiteEx02_STS) under App_Code folder.
Add the following using statements shown in bold.
(Code Snippet - Web Sites And Identity Lab - Ex02 Add Using Statements)
C#
using System;
using System.Security.Cryptography.X509Certificates;
using System.ServiceModel;
using System.Web.Configuration;

using Microsoft.IdentityModel.Claims;
using Microsoft.IdentityModel.Configuration;
using Microsoft.IdentityModel.Protocols.WSTrust;
using Microsoft.IdentityModel.SecurityTokenService;

using System.Collections.Generic;
using System.Linq;
using System.Web;

Remove the fixed roles “Manager” and “Sales” claims and add the role claims from the ClaimsPrincipal. To do this, update the method GetOutputClaimsIdentity with the following code shown in bold.
(Code Snippet - Web Sites And Identity Lab - Ex02 Adding Role Claim)
C#
protected override IClaimsIdentity GetOutputClaimsIdentity(IClaimsPrincipal principal, RequestSecurityToken request, Scope scope)
{
    ClaimsIdentity outputIdentity = new ClaimsIdentity();

    if (null == principal)
    {
        throw new InvalidRequestException("The caller's principal is null.");
    }

    // TODO: Change the claims below to issue claims required by your Relying party        
    outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.Name, principal.Identity.Name));
      //outputIdentity.Claims.Add(new Claim(ClaimTypes.Role, "Manager"));
      outputIdentity.Claims.Add(new Claim(ClaimTypes.Role, "Sales"));

    IEnumerable<Claim> roleClaims = from claim in principal.Identities[0].Claims
                     where claim.ClaimType == ClaimTypes.Role
                     select claim;
    foreach (Claim roleClaim in roleClaims)
    {
        outputIdentity.Claims.Add(new Claim(roleClaim.ClaimType, roleClaim.Value));
    }

    outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/1955"));

    return outputIdentity;
}

Comment the fixed "Birthday" claim in the GetOutputClaimsIdentity method.
C#
protected override IClaimsIdentity GetOutputClaimsIdentity(IClaimsPrincipal principal, RequestSecurityToken request, Scope scope)
{
    ...

    // outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/1955"));

    return outputIdentity;
}

Add the BirthDate Profile property. To do this, update the method GetOutputClaimsIdentity with the following code shown in bold.
(Code Snippet - Web Sites And Identity Lab - Ex02 Adding Birth Date claims)
C#
protected override IClaimsIdentity GetOutputClaimsIdentity(IClaimsPrincipal principal, RequestSecurityToken request, Scope scope)
{
    ClaimsIdentity outputIdentity = new ClaimsIdentity();

    if (null == principal)
    {
        throw new InvalidRequestException("The caller's principal is null.");
    }

    // TODO: Change the claims below to issue claims required by your Relying party        
    outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.Name, principal.Identity.Name));
    IEnumerable<Claim> roleClaims = from claim in principal.Identities[0].Claims
                     where claim.ClaimType == ClaimTypes.Role
                     select claim;
    foreach (Claim roleClaim in roleClaims)
    {
        outputIdentity.Claims.Add(new Claim(roleClaim.ClaimType, roleClaim.Value));
    }
    
    // outputIdentity.Claims.Add(new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, "5/5/1955"));

    DateTime birthdate = (DateTime)HttpContext.Current.Profile.GetPropertyValue("BirthDate");
    Claim birthdateClaim = new Claim(System.IdentityModel.Claims.ClaimTypes.DateOfBirth, birthdate.ToShortDateString());
    outputIdentity.Claims.Add(birthdateClaim);

    return outputIdentity;
}


[bookmark: _Toc292200055]Exercise 2: Verification
In order to verify that you have correctly performed all steps in exercise two, proceed as follows:
Note: If you are using the End solution to test the results without performing the exercise tasks, first, you have to give write permissions to NETWORK SERVICE (or IIS_IUSRS for Windows 7 and Windows Server 2008 R2) user for the App_Data folder in the STS project as detailed on the first steps of Task 1.

Press Ctrl+F5 to run the solution (https://localhost/ClaimsEnableWebSiteEx02 project).
When prompted for credentials, insert "invalid_user" in the User Name and Password fields.

[image: ]
Figure 27
Login rejected

Note: If your SQL Express instance name is other than SQLEXPRESS, add the following configuration to the web.config under the Web Site https://localhost/ClaimsEnableWebSiteEx02 _STS (show in bold):
<connectionStrings>
	<remove name="LocalSqlServer"/>
	<add name="LocalSqlServer" connectionString="data source=.\<YOURINSTANCESQLEXPRESSNAME>;Integrated Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User Instance=true" providerName="System.Data.SqlClient"/>
</connectionStrings>

Now, log in with the John credentials (which is in Reader role).
User Name: john
Password: p@ssw0rd
[image: ]
Figure 28
Logging in with an existing user

[image: ]
Figure 29
Showing information based on name and dateOfBirth claims for john user.

Browse to the secret page and you should get an Access Denied, because the user John does not have a claim Role with value Manager.
[image: ]
Figure 30
Access denied error page

Close the Web browser.
Open a new Web browser instance and navigate to the Web site again (https://localhost/ClaimsEnableWebSiteEx02).
Now, log in with the Paul credentials (which is in Manager role).
User Name: paul
Password: p@ssw0rd
[image: ]
Figure 31
Showing information based on Name and dateOfBirth claims from Paul user

Click on Go to secret page. Now you should be able to browse to the secret page.
[image: ]
Figure 32
Showing the secret page


Exercise 2: Summary
In this exercise we modified the STS project which is automatically generated by Windows Identity Foundation when a RP application needs input claims for development purposes but we don’t have an “actual” STS available. We took advantage of a very common method of authenticating users, an SQL based APS.NET membership provider store, as the way of authenticating STS users. We leveraged similarly common tools, ASP.NET profile and roles, for demonstrating how to source claims from actual user attributes.

Exercise 3: Accepting Tokens from an Active Directory Federation Services (ADFS) STS

In this exercise you will modify the application from the previous exercise for accepting tokens from an existing Active Directory Federation Services (ADFS) STS. You can expect this to be by far the most common scenario in which you will take advantage of an STS: the Windows Identity Foundation makes this task very easy, thanks to its integration with Visual Studio and the use of federation metadata.
Note that in a real world scenario this task would require two steps:
Configuring the RP application for accepting tokens from the STS
Configuring the STS for issuing token for the RP application being developed
The current exercise focuses on the first step: the second step is unnecessary in our case. In order to make the lab more agile, we will take advantage of an instance of Active Directory Federation Services (ADFS) that is available through the Internet. Such an instance has been pre-provisioned with the data of the RP being used in this lab, hence it will start issuing tokens for us as soon as we will request them. For this reason, it is of key importance that the application URI and the certificates will follow exactly what is specified in the lab instructions. 
[image: ]
Figure 33
Redirect & Claims flow in the case in which the identity provider is Windows Identity Foundation Server

[bookmark: _Toc225245833][bookmark: _Toc226527282][bookmark: _Toc292200058]Task 1 -Referencing an STS Published by an Instance of Active Directory Federation Services ( ADFS)
Open Microsoft Visual Studio 2010 with administrator privileges. From Start | All Programs | Microsoft Visual Studio 2010, right-click on Microsoft Visual Studio 2010 and select Run as administrator.
Open the ClaimsEnableWebSite.sln solution file located in the %YourInstallationFolder%\Labs\WebSitesAndIdentity\Source\Ex3-FederatingADFSv2\Begin folder.
Note: The starting solution is based on the Exercise 1 solution. It contains a simple relying party and a local STS which will be modified to use an online STS.

On the Solution Explorer, right-click the https://localhost/ClaimsEnableWebSite project and select Add STS reference.
When the Federation Utility window shows up perform the following tasks for each step in the wizard. 
On the Welcome page click Next to continue using the pre-populated fields.
[image: ]
Figure 34
Welcome page

On the STS options page, select the third option button ("Use an existing STS"), set the STS metadata location to https://ip-sts-01.federatedidentity.net/federationmetadata/2007-06/federationmetadata.xml and click Next.
 [image: ]
Figure 35
Selecting a STS option

Select Disable Certificate chain validation and click Next.
[image: ]
Figure 36
Disabling certificate chain validation

Select the Enable encryption option and then select the Select an existing certificate from store option.
[image: ]
Figure 37
Using encryption with localhost certificate

Click Select Certificate and select the certificate for localhost.
[image: ]
Figure 38
Selecting the certificate

Click Next.
In the Offered Claims page, click Next.
[image: ]
Figure 39
Offered claims window

On the Summary page, review the changes and click Finish.
[image: ]
Figure 40
Summary

Note: Now that our application receives claims from a production STS, the development STS (https://localhost/ClaimsEnableWebSiteEx03_STS project) is no longer necessary and can be removed from the solution.


[bookmark: _Toc226527283][bookmark: _Toc292200059]Exercise 3: Verification
In order to verify that you have correctly performed all steps in the exercise three, proceed as follows:
Run the solution (https://localhost/ClaimsEnableWebSite project)
Sign in with the following user:
Username: frankm
Password: p@ssw0rd
[image: ]
Figure 41
Sign in Form Windows Identity Federation Online Server

If you have JavaScript disabled in your Web browser you will get a message as shown in Figure 42, click Submit to continue to the relying party.
[image: ]
[bookmark: _Ref226349425]Figure 42
Script is disabled message


You should be able to see the welcome message and days to birthday from previous exercise.
[image: ]
Figure 43
Welcome message in default page



Exercise 3: Summary
This short exercise demonstrate how easy it is to configure an application to accept identities from an existing STS. For the sake of the exercise the external STS was already configured for sending claims to our application, however the process of configuring ADFS for issuing claims for an RP is similarly easy and streamlined.

Exercise 4: Invoking a WCF Service on the Backend via Delegated Access
One common practice in ASP.NET development is user impersonation. A website may need to access resources with the privileges of the incoming user, hence there are mechanisms in place that allow the application itself to operate under the current user’s identity. One possible issue with this approach is that it offers a large attack surface: a successful hack of the application will lead to acquiring the user’s privileges no matter which part of the application was subverted.
Windows Identity Foundation provides the means for mitigating this, by allowing an ASP.NET application to choose when to act as the current website user in delegated invocations and when to use its own application identity regardless of who the current user is (hence behaving as a trusted subsystem).
From the architectural point of view, Windows Identity Foundation achieves this by leveraging the ActAs mechanisms defined in the WS-Trust protocol. The ASP.NET application’s code behind requires a token to an STS using its own application credentials, however it also attaches to the request the token that the current user sent in order to authenticate with the website: the STS processes the request and issue a delegated token, which in turn the ASP.NET application uses for invoking a web service acting as the website user.
From the practical point of view, this means that the ASP.NET developer needs to follow few extra steps before calling the backend service he needs. In the following exercise we will demonstrate exactly that, showing how to augment the solution we built in the former exercises with a delegated call to a backend service.
[image: ]
Figure 44
The Delegated Access scenario implemented in exercise 4

[bookmark: _Toc225942814][bookmark: _Toc226277486][bookmark: _Toc226543220][bookmark: _Toc292200062]Task 1 - Inspecting the Beginning Solution
Open Microsoft Visual Studio 2010 with administrator privileges. From Start | All Programs | Microsoft Visual Studio 2010, right-click on Microsoft Visual Studio 2010 and select Run as administrator.
Open the ClaimsEnableWebSite.sln solution file located in the %YourInstallationFolder%\Labs\WebSitesAndIdentity\Source\Ex4-InvokingViaDelegatedAccess\Begin folder.
On the Solution Explorer examine the projects that compose the beginning solution.
https://localhost/ClaimsEnableWebSiteEx04: a simple relying party ASP.NET application.
https://localhost/ClaimsEnableWebSiteEx04_STS: a simple local STS acting as identity provider for the relying party.
http://localhost/ActAsSts: a pre-configured STS capable of issuing delegated tokens.
RevenuesService: a WCF service pre-configured to authorize access to the RevenuesOfTheDay operation for users under the Manager role.

[image: ]
Figure 45
Starting solution

Note: If you want to test the begin solution start the RevenuesService before browsing the relying party site (https://localhost/ClaimsEnableWebSiteEx04) and use john/p@ssw0rd or paul/p@ssw0rd credentials.

Open the Default.aspx Web page from the relying party (https://localhost/ClaimsEnableWebSiteEx04).
Add a Label control to the Default.aspx webpage with the ID lblResults.
ASPX
<div>
    <p>
        Welcome <asp:Label ID="txtName" runat="server" Text=""></asp:Label>.
    </p>
    ...
    <p>
        <asp:Label ID="lblResults" runat="server" Text=""></asp:Label>
    </p>
    <asp:HyperLink ID="hlLink" runat="server" NavigateUrl="~/SecretPage.aspx">Go to secret page</asp:HyperLink>
</div>



[bookmark: _Toc225942815][bookmark: _Toc226277487][bookmark: _Toc226543221][bookmark: _Toc292200063]Task 2 - Configuring the Client in the Relying Party to Access the RevenuesService
On the Solution Explorer right-click on the RevenuesService project and select Set as StartUp project.
Go to the Debug menu and select Start Without Debugging.
Go back to the Visual Studio and, on the Solution Explorer right-click on the https://localhost/ClaimsEnableWebSiteEx04/ project and select Add Service Reference.
Enter http://localhost:6003/RevenuesService in the Address textbox and click OK.
[image: ]
Figure 46
Add Service Reference dialog

Close the RevenuesService console.
[image: ]
Figure 47
RevenuesService console

Open the web.config file of the https://localhost/ClaimsEnableWebSiteEx04/ project.
The configuration generated is missing the binding of the ActAs STS service. Add the binding and bindingConfiguration attributes to the issuer configuration setting (system.serviceModel/bindings/customBinding/binding/security/issuedTokenParameters/issuer).
(Code Snippet – Web Sites And Identity Lab - Ex04 Issuer Binding Properties)
XML
<bindings>
  <customBinding>
    <binding name="CustomBinding_IRevenuesService">
      <security defaultAlgorithmSuite="Default" ...>
        <issuedTokenParameters keyType="SymmetricKey"...>
          ...
        <issuer address="http://localhost/ActAsSTS/Issue.svc" 
binding="ws2007HttpBinding" bindingConfiguration="ActAsBinding"
      />
          <issuerMetadata address="http://localhost/ActAsSTS/Issue.svc/mex" />
        </issuedTokenParameters>
         ...
      </security>
      ...
    </binding>
  </customBinding>
</bindings>

Add the following binding to the bindings section.
(Code Snippet – Web Sites And Identity Lab - Ex04 ActAs Binding Settings)
XML
<system.serviceModel>
  ...
  <bindings>
    ...
    </customBinding>
    <ws2007HttpBinding>
      <binding name="ActAsBinding">
        <security mode="Message">
          <message establishSecurityContext="false" />
        </security>
      </binding>
    </ws2007HttpBinding>
  </bindings>
  <client>
    ...
  </client>
</system.serviceModel>

Note: from now on you can call the RevenuesService from the Website relying party delegating the identity via the ActAs STS.


[bookmark: _Toc225942816][bookmark: _Toc226277488][bookmark: _Toc226543222][bookmark: _Toc292200064]Task 3 - Calling the Service
Open the Default.aspx.cs code behind from the relying party (https://localhost/ClaimsEnableWebSiteEx04/).
Add the following using statements.
(Code Snippet – Web Sites And Identity Lab - Ex04 Default Page Usings)
C#
using System.Collections.ObjectModel;
using System.Globalization;
using System.IdentityModel.Tokens;
using System.Security.Cryptography.X509Certificates;
using System.ServiceModel;
using System.ServiceModel.Security;
using System.Text;
using Microsoft.IdentityModel.Protocols.WSTrust;
using ServiceReference1;

Insert the following code that will call the RevenuesService inside the _Default class and immediately below under the Page_Load event handler.
(Code Snippet – Web Sites And Identity Lab - Ex04 Call Revenue Service With ActAs)
C#
private string GetRevenueFromBackendService()
{
    SecurityToken bootstrapToken = ((IClaimsPrincipal)Thread.CurrentPrincipal).Identities[0].BootstrapToken;

    string tmpResult = "Call failed";

    if (bootstrapToken == null)
    {
        // We lost the session state but the user still has the federated ticket
        // Let's sign the user off and start again
        Response.Redirect(Request.Url.AbsoluteUri);
        return tmpResult;
    }

    // Get the channel factory to the backend service from the application state
    ChannelFactory<IRevenuesServiceChannel> factory = new ChannelFactory<IRevenuesServiceChannel>("CustomBinding_IRevenuesService");
    factory.Credentials.ServiceCertificate.SetDefaultCertificate("CN=localhost", StoreLocation.LocalMachine, StoreName.My);
    factory.ConfigureChannelFactory();

    // Create and setup channel to talk to the backend service
    IRevenuesServiceChannel channel;

    // Setup the ActAs to point to the caller's token so that we perform a delegated call to the backend service
    // on behalf of the original caller.
    channel = factory.CreateChannelActingAs<IRevenuesServiceChannel>(bootstrapToken);

    // Call the backend service and handle the possible exceptions
    try
    {
        tmpResult = string.Format(
            CultureInfo.InvariantCulture,
            "Revenues of the day: $ {0:0.00}",
            channel.RevenuesOfTheDay());

        channel.Close();
    }
    catch (SecurityAccessDeniedException)
    {
        channel.Abort();
        tmpResult = "Access is denied";
    }
    catch (CommunicationException exception)
    {
        StringBuilder sb = new StringBuilder();
        sb.AppendLine(exception.Message);
        sb.AppendLine(exception.StackTrace);
        Exception ex = exception.InnerException;
        while (ex != null)
        {
            sb.AppendLine("===========================");
            sb.AppendLine(ex.Message);
            sb.AppendLine(ex.StackTrace);
            ex = ex.InnerException;
        }
        channel.Abort();
        tmpResult = sb.ToString(); ;
    }
    catch (TimeoutException)
    {
        channel.Abort();
        tmpResult = "Timed out...";
    }
    catch (Exception exception)
    {
        StringBuilder sb = new StringBuilder();
        sb.AppendLine("An unexpected exception occured.");
        sb.AppendLine(exception.StackTrace);
        channel.Abort();
        tmpResult = sb.ToString();
    }
    return tmpResult;
}
Note: There are various things happening in this code: in the average case you will probably just cut & paste and change just the name of the services involved, however it is worth to understand what the code does. 
First, you are extracting the so called “bootstrap token” from the ClaimsPrincipal. This is the token that the ASP.NET application received from the identity provider at sign in time. 
Once you obtained the bootstrap token, you need to inject it in the web service call so that it will be used (along with the ASP.NET application identity credentials) for obtaining a token from the ActAs STS, which in turn will be used for invoking the desired service. The mechanism provided by Windows Identity Foundation for implementing the above is the CreateChannelActingAs extension method.

Open the web.config file of the https://localhost/ClaimsEnableWebSiteEx04 project. Locate the service element in microsoft.identityModel section, insert a new attribute saveBootstrapTokens and set its value to true.
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Figure 48
Configuring the availability of the bootstrap token

In Default.aspx.cs file of the https://localhost/ClaimsEnableWebSiteEx04  project, add the following code in the Page_Load event handler to show the result on a label of the Web page.
C#
protected void Page_Load(object sender, EventArgs e)
{
    this.txtName.Text = User.Identity.Name;

    IClaimsIdentity claimsIdentity = ((IClaimsPrincipal)(Thread.CurrentPrincipal)).Identities[0];

    DateTime birthDay = DateTime.Parse(
        (from c in claimsIdentity.Claims
            where c.ClaimType == System.IdentityModel.Claims.ClaimTypes.DateOfBirth
            select c.Value).FirstOrDefault());

    int days = (birthDay.DayOfYear - DateTime.Today.DayOfYear);
    this.txtDaysToBday.Text =
        ((days < 0) ? days + 365 + (DateTime.IsLeapYear(DateTime.Today.Year) ? 1 : 0) : days).ToString();

    this.lblResults.Text = GetRevenueFromBackendService();
}


[bookmark: _Toc292200065]Exercise 4: Verification
In order to verify that you have correctly performed all steps in exercise four, proceed as follows:
Run the RevenueService service. To do this, on the Solution Explorer, right-click the RevenueService and select Debug | Start new instance.
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Figure 49
RevenuesService running

Open an Internet Explorer window and navigate to https://localhost/ClaimsEnableWebSiteEx04.
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Figure 50
Login page

Log in using John's credentials (username: john, password: p@ssw0rd).
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Figure 51
Logged in using John's credentials

Note: Since John is not in Manager role, he cannot access the backed service which implements a ClaimsAuthorizationManager to restrict access to Manager users only.

Note: If you get an exception when calling the service, it could be because you don’t have installed Windows Communication Foundation. To install the missing components execute the following command: 
"\Windows\Microsoft.NET\Framework\v3.0\Windows Communication Foundation\ServiceModelReg.exe" -i

Open the RevenuesService host console and notice the information displayed.
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Figure 52
Service host showing the token containing the user and the ActAs user

Close the browser window and open a new browser instance.
Navigate to https://localhost/ClaimsEnableWebSiteEx04 and log in using Paul credentials which is in Manager role (username: paul, password: p@ssw0rd).
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Figure 53
Logged in using Paul's credentials

Exercise 4: Summary
Being able to perform web service calls acting as another user is a powerful mechanism. This exercise demonstrated how enable an ASP.NET application to do that: we have shown how to retrieve the user token from the context, and how to use the Windows Identity Foundation object model for using that token in a WCF service call in order to act as the website current user.

Summary
By completing this Hands-On Lab you have learned:
how to externalize authentication, freeing your ASP.NET from the burden of credentials management and making your code independent from the authentication mechanisms & protocols established at deployment time. 
You also learned how to use claims for driving the behavior of your ASP.NET application, from simple experience customization to full authorization.
[Optional] You have got a glimpse of how Windows Identity Foundation custom STS works, by inserting in the STS project an existing ASP.NET membership provider database
Finally, you have learned how to call a backend service from the code behind of your web application by acting as the current user of the website

You can expect the activities in exercise 1 and exercise 3 to be the most common tasks you will perform in normal development practice: as you had a chance to experience, those are very simple steps and the benefits for your application are significant. 
We hope that this lab helped you to learn how to benefit in your web applications from the powerful identity capabilities that Windows Identity Foundation offers to .NET developers: if you want to know more, we suggest to also go through the WCF hands-on lab in the Identity Developer Training Kit.
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